DLP Comparison Chart

Feature Symantec DLP Forcepoint DLP McAfee DLP Grayteq DLP
Compatibility
Compatibility with Symantec products v X X v
Compatibility with Forcepoint products X v X v
Compatibility with McAfee products X X v v
Compatibility with Grayteq products X X X v
Data Protection and Management
Data Protection v v v v
Client Self-defense v v v v
Single Console Security Management v v v v
Intrusion Prevention v v v v
Protection in Safe Mode (when client is
booted in Safe Mode) X X v v
Protection Suspension when client is
. P X X X v
offline
Device Management
With additional Symantec Endpoint Protection With additional McAfee Device Control licenses
Floppy, ZIP Drive, A Drive, etc. I ” Y po! : X I II v I v
licenses only only
CD/DVD/Blue Ray devices With additional S\'/mantec Endpoint Protection v With additional McAfee Device Control licenses v
licenses only only
. With additional Symantec Endpoint Protection With additional McAfee Device Control licenses
IrDa Devices ) X v
licenses only only
Bluetooth devices With additional S\'/mantec Endpoint Protection v With additional McAfee Device Control licenses v
licenses only only
With additional Symantec Endpoint Protection With additional McAfee Device Control licenses
IEEE 1394 Firewire Devices : tHonat sy pot : X : " v : v
licenses only only
. With additional Symantec Endpoint Protection With additional McAfee Device Control licenses
Serial Ports g X v
licenses only only
With additional Symantec Endpoint Protection With additional McAfee Device Control licenses
Parallel Ports ) X v
licenses only only
With additional Symantec Endpoint Protection With additional McAfee Device Control licenses
USB Storage Devices y P v v
licenses only only
With additional Symantec Endpoint Protection With additional McAfee Device Control licenses
PCMCIA Adapters ' tHonat sy po! : X ' " v ' v
licenses only only
Network Devices (Microsoft Windows With additional Symantec Endpoint Protection v With additional McAfee Device Control licenses v
Network) licenses only only
With additional Symantec Endpoint Protection
Network Devices (Novell Network) I ” y po! : X X v
licenses only
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Feature Symantec DLP Forcepoint DLP McAfee DLP Grayteq DLP
Storage Management
Read only mode X X X v
Denied mode X X X v
Storage recognition by Manufacturer v v v v
Storage recognition by Hardware ID With Symantec DevViewer Tool only X X v
Automatic device recognition and update v v v v
Application Management
With additional Symantec Endpoint Protection
Application Blacklist Application and Device Control licenses only. Built- X With additional Application Control licenses only v
in rules only.
With additional Symantec Endpoint Protection
Application Whitelist Application and Device Control licenses only. Built- X With additional Application Control licenses only v
in rules only.
Application Greylist X X X v
Application Network Management

Management for outgoing network

8 : going v v v X
connections
Management for incoming network

ge! incoming netw v v v v
connections

File System Management

File Create X X X v
File Overwrite X X X v
File Read/Open X X X v
File Write/Modification X X X v
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Feature Symantec DLP Forcepoint DLP McAfee DLP Grayteq DLP
File System Management
. At specific cases and for certain applications (like
File C v
fle Lopy X MS Office) only X
File Move/Rename X X X v
File Delete X X X v
With additi IS tec Endpoint Protecti
File Execution (Run executable file) I a'u I, ‘ona yma'n ecEn p0|.n rotection X With additional Application Control licenses only v
Application and Device Control licenses only
) At specific cases and for certain applications (like
File C d Past v
ile Copy and Paste X MS Office) only X
File Classification by User X X X v
File Printing v v v v
User Activity Monitoring
With additional Symantec Enterprise Securit
Create ymar P v X v v
Manager licenses only
Overwrite With additional Symar'1tec Enterprise Security X X v
Manager licenses only
Read/Open X X X v
With additional Symantec Enterprise Securit
Write/Modification ymar P y X X v
Manager licenses only
With additional Symantec Enterprise Securit
Copy ymar P v X X v
Manager licenses only
With additional Symantec Enterprise Securit
Move/Rename 4 ) P ¥ X v v
Manager licenses only
With additional Symantec Enterprise Securit
Delete : " ymar pri urty X v v
Manager licenses only
Execute Process X X X v
Stop Process X X X v
Copy and Paste X X X v
Print With additional Symar'wtec Enterprise Security v v
Manager licenses only
Send (email or e-fax) v v v v
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Feature Symantec DLP Forcepoint DLP McAfee DLP Grayteq DLP
Encrypted Data Storing
Real-time encryption/decryption for With additional Symantec Endpoint Protection v v v
stored data licenses only
Security notification and Alert
Security notification/Alert in case of breach X X X v
Print Management
Print management and protection X X X v
Location based Security policies
Location based Security policies and
. e X X X v
profiles
Information Quarantine
User Access management X X X v
Application Access Management X X X
With additional Symantec Endpoint Protection
Encrypted Data Transmission . v . P . X X
licenses and for email sending only
Client device Screenshot
In case of security breach X X X
In any preset cases X X X




