Features

Symantec DLP

Business document with no personal data

Forcepoint DLP

Trellix DLP

Grayteq DLP

Compatibility

Compatibility with Symantec products v N/A N/A v

Compatibility with Forcepoint products N/A v N/A v

Compatibility with Trellix’McAfee products N/A N/A v v

Compatibility with Grayteq products N/A N/A N/A v

Data Protection and Management

Data Protection v v v v

Client Self-defense v v v v

Single Console Security Management v v v v

Intrusion Prevention v v v v

Protection in Safe Mode X X v v

Protection Suspension when client is offline X X X v

Device Management

Floppy, ZIP Drive, A Drive, efc. With ad_dlthnal Symantec Endpoint X With additional McAfee Device Control licenses v
Protection licenses only only

CD/DVD/Blue Ray devices With ad.dlthnal Symantec Endpoint v With additional McAfee Device Control licenses v
Protection licenses only only

. With additional Symantec Endpoint With additional McAfee Device Control licenses

IrDa Devices o X v
Protection licenses only only

Blustooth devices With ad.dlthnal Symantec Endpoint v With additional McAfee Device Control licenses v
Protection licenses only only

IEEE 1394 Firewire Devices With ad_dlthnal Symantec Endpoint X With additional McAfee Device Control licenses v
Protection licenses only only

. With additional Symantec Endpoint With additional McAfee Device Control licenses

Serial Ports L X v
Protection licenses only only

Parallel Ports With additional Symantec Endpoint X With additional McAfee Device Control licenses v

Protection licenses only

only
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USB Storage Devices \é\lrict:eaciiigir:iﬁ::\;ss;/::;;ec Endpoint v Z\rllilt; additional McAfee Device Control licenses v
PCMCIA Adapters \;\ig?eigg:iﬁ::\:;ss‘g;n:rﬂ;ec Endpoint X \cl,\l{]ilt)r; additional McAfee Device Control licenses v
Network Devices (Microsoft Windows Network) \é\lrict:eaciiigir:iﬁ::\;ss;/::;;ec Endpoint v Z\rllilt; additional McAfee Device Control licenses v
Network Devices (Novell Network) gg?eigg:iﬁzifg?:rﬂ;ec Endpoint X X v
Storage Management
Read only mode X X X v
Denied mode X X X v
Storage recognition by Manufacturer v v v v
Storage recognition by Hardware 1D With Symantec DevViewer Tool only X X v
Automatic device recognition and update v v v v
Application Management
. ‘
Appicaton Wil Applkation and Dovice Gontrol lcenses any. X fcansos oy /
Application Greylist X X X v
Application Network Management
Management for outgoing network connections v v v X
Management for incoming network connections v v v v
File System Management
File Create X X X v
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File Overwrite X X X v

File Read/Open X X X v

File Write/Modification X X X v

File System Management
. At specific cases and for certain applications

File Copy X (like MS Office) only X v

File Move/Rename X X X v

File Delete X X X v

File Execution (Run executable file) W|thladt_j|t|onal Symz_antec Endpc_)mt Protection X W|th additional Application Control v
Application and Device Control licenses only licenses only

. At specific cases and for certain applications

File Copy and Paste X (IikepMS Office) only PP X v

File Classification by User X X X v

File Printing v v v v

User Activity Monitoring

Create With a.ddltlonal Symantec Enterprise X v v
Security Manager licenses only

Overwrite With a_ddltlonal Symantec Enterprise X X v
Security Manager licenses only

Read/Open X X X v

Write/Modification With a_ddltlonal Symantec Enterprise X X v
Security Manager licenses only
With additional Symantec Enterprise

Copy Security Manager licenses only X X v

Move/Rename With a_ddltlonal Symantec Enterprise X v v
Security Manager licenses only

Delete With a.ddltlonal Symantec Enterprise X v v
Security Manager licenses only

Execute Process X X X v
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Stop Process X X X v

Copy and Paste X X X v

B sl oo e ‘ ‘ ‘

Send v v v v
Encryption

Real-time encryption/decryption X For removable media only v With Grayteq Encryption for DLP

for stored data

licenses only

With additional Symantec Endpoint Protection

With Trellix Complete Data Protection

Encrypted Data Transmission licenses and for email sending only X licenses only v
Security notification and Alert
Security notification/Alert in case of breach X X X v
Print Management
Print management and protection X X X v
Location based Security policies
Location based Security policies and profiles X X X v
Information Quarantine and Classification
User Access Rights Management X X X v
Application Access Rights Management X X X v
Data Classification With additional Symantec Endpoint Protection v With Trellix Complete Data Protection With Grayteq Classifier

licenses and for email sending only

licenses only

licenses only

Client Device Screenshot

In case of security breach
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In any preset cases

v

System Requirements

Enforce Server

Primary Web, Email and DSS Server

DLP Manager/Central Manager Server

Security Server

Intel Xeon, 16 CPUs (minimum),

Intel Xeon, 16 CPUs (minimum),

Intel Xeon, 4 CPUs (minimum),

Intel Xeon, 4 CPUs (minimum),

Processor 24 CPUs (recommended) 24 CPUs (recommended) 24 CPUs (recommended) 12 CPUs (recommended)

RAM 128 GB (minimum) 16 GB (minimum), 32 GB (recommended) 16 GB (minimum), 32 GB (recommended) 16 GB (minimum), 32 GB (recommended)
. 300 GB SSD (minimum), .

HDD 1TB SSD, RAID 1+0 or RAID 5 500 GB SSD (minimum) 500 GB SSD (recommended) 500 GB SSD (minimum)

NIC 1 Gbit Ethernet to communicate 1 Gbit Ethernet, 1 Gbit Ethernet, 1 Gbit Ethernet

with detection servers

dual NIC recommended

dual NIC recommended

Supported Operating Systems

Windows Server 2012 R2 or later

Windows Server 2012 R2 or later

Windows Server 2016 (recommended)

Windows Server 2012 R2 or later

Database requirements

Oracle 11G

Microsoft SQL 2012 or later

Microsoft SQL 2012 or later

Grayteq built-in database.
No third-party database required.

System Requirements

Detection Servers
(2 separate server devices)

Secondary Web Server,
Email Server, DSS Server

DLP Registration Server

Reporting Server

Intel Xeon, 4 CPUs (minimum),

Intel Xeon, 4 CPUs (minimum),

Intel Xeon, 4 CPUs (minimum),

Intel Xeon, 2 CPUs (minimum),

Processor 24CPUs (recommended) 24CPUs (recommended) 24CPUs (recommended) 6 CPUs (recommended)
RAM 6-8 .GB (EDM/IDM size increases memory 16 GB (minimum) 16 GB (minimum), 32 GB (recommended) 12 GB (minimum), 32 GB (recommended)
requirements
- - 300 GB SSD (minimum), -
HDD 140 GB SSD (minimum) 250 GB SSD (minimum) 500 GB SSD (recommended) 500 GB SSD (minimum)
NIC 1 GB Ethernet to communicate 1 Gbit Ethernet, 1 Gbit Ethernet, 1 Gbit Ethernet

with Enforce Server

dual NIC recommended

dual NIC recommended

Operating System

Windows Server 2012 R2 or later

Windows Server 2012 R2 or later

Windows Server 2016 (recommended)

Windows Server 2080 R2 or later

Grayteq built-in database.

Database Oracle 11G, 12G Microsoft SQL 2012 or later Microsoft SQL 2012 or later . .
No third-party database required.
System Requirements Network Prevent Server, Additional DSS Server DLP Discover Server
4 q Cloud Prevent for Email Server (for OCR and Endpoint protection)
Processor Intel Core 2 64-bit, 8 CPUs (minimum) Intel Core 2 64-bit, 2 CPUs (minimum) Intel Core 2 64-bit, 2 CPUs (minimum)
12 CPUs (recommended) 12 CPUs (recommended) 12 CPUs (recommended)
RAM 8-1 G.GB (EDM/IDM size increases memory 8 GB (minimum), 32GB (recommended) 4 GB (minimum), 32 GB (recommended)
requirements)
HDD 140 GB SSD (minimum) 125 GB SSD (minimum) 100 GB SSD (minimum),

500 GB SSD (recommended)
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NIC

1 GBit Ethernet to communicate
with Enforce Server

1 Gbit Ethernet,
dual NIC recommended

1 Gbit Ethernet,
dual NIC recommended

Operating System

Windows Server 2012 R2 or later

Windows Server 2012 R2 or later

Windows Server 2012 R2 or later

Database Oracle 11G, 12G Microsoft SQL 2012 or later Microsoft SQL 2012 or later
System Requirements Network Discover Cluster Primary Triton Server (DLP itself) DLP Registered Documents Server
. - Intel Core 2 64-bit, 8 CPUs (minimum) Intel Core 2 64-bit, 12 CPUs (minimum)

Processor Intel Core 2 64-bit, 16 + 16 CPUs (minimum) 12 CPUs (recommended) 24 CPUs (recommended)

RAM 32 GB (minimum) 16 GB (minimum), 32GB (recommended) 32 GB (minimum), 64 GB (recommended)
2TB SSD for data node (minimum), 500 GB SSD (minimum),

HDD 250 GB SSD for worker node (minimum) 500 GB SSD, RAID 1+0 or RAID 5 2 TB SSD (recommended)

NIC 1 GBit Ethernet to communicate 1 Gbit Ethernet, 1 Gbit Ethernet,

with Enforce Server

dual NIC recommended

dual NIC recommended

Operating System

Windows Server 2012 R2 or later

Windows Server 2008 R2, 2012 or later

Windows Server 2008 R2 SP1 or later

Database Oracle 11G, 12G Microsoft SQL 2008 R2, 2012 or later Microsoft SQL 2012 or later
. . Secondary Triton Server
System Requirements Endpoint Prevent Server (DLP backup, mandatory) DLP Prevent Server

Processor Intel Core 2 64-bit, 8 CPUs (minimum) Intel Core 2 64-bit, 8 CPUs (minimum) DLP 5500 or DLP 6600 appliance, 12 CPUs
12 CPUs (recommended) 12 CPUs (recommended) (minimum), 16 CPUs(recommended)

RAM 8-1 G.GB (EDM/IDM size increases memory 16 GB (minimum), 32GB (recommended) 32 GB (minimum), 64 GB (recommended)
requirements)

HDD 140 GB SSD (minimum) 500 GB SSD, RAID 1+0 or RAID 5 10+2 TB SSD (minimum)

NIC 1 GBit Ethernet to communicate 1 Gbit Ethernet, 1 Gbit Ethernet,

with Enforce Server

dual NIC recommended

dual NIC recommended

Operating System

Windows Server 2012 R2 or later

Windows Server 2008 R2, 2012 or later

Windows Server 2012 R2 or later

Database Oracle 11G, 12G Microsoft SQL 2008 R2, 2012 Microsoft SQL 2012 or later
System Requirements Classification Server SQL Server
Processor Intel Core 2 64-bit, 6 CPUs (minimum) Intel Core 2 64-bit, 6 CPUs (minimum)
12 CPUs (recommended) 12 CPUs (recommended)
RAM 32 GB SSD m(inimum) 16 GB (minimum), 32GB (recommended)
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HDD

Symantec DLP

500 GB SSD (minimum),
1 TB SSD (recommended)

Business document with no personal data

Forcepoint DLP

1.5 TB SSD per year

Trellix DLP

Grayteq DLP

NIC

1 GB Ethernet to communicate
with Enforce Server

1 Gbit Ethernet,
dual NIC recommended

Operating System

Windows Server 2012 R2 or later

Windows Server 2008 R2, 2012 or later

Database

Oracle 11G, 12G

Windows Server 2008 R2, 2012 or later

Supported databases

MS SQL Server (including 2008 R2) X v v v
PostgreSQL Server (unicode mode) X X X v
PostgreSQL Server (ANSI mode) X X X v
Oracle 10G, 11G, 12G X X X v
Oracle 19c¢ Enterprise Edition v X X v
Grayteq DLP database standalone or N/A N/A N/A v

as reference for 3rd party database

Server Virtualization Support

Vmware

VMware ESXi 5.5.0 Update 2 and
VMware ESXi 6.5

VMware ESXi 6.0 or later

VMware vSphere using VMware vCenter Server
versions 6.0, 6.5, or 6.7

All VMware platforms

Hyper-V

Windows Server 2012 or later

Windows Server 2012 or later

Windows Server 2012 or later

Windows Server 2012 or later

Notes about Vmware support

Oracle Database Servers and Enforce Server
support Hyper-V only.

Single Server installations on virtual machines
are not supported.

Endpoint Prevent servers are supported only for
configurations that do not exceed the
recommended number of connected agents.
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