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Foundation

1. Grayteq DLP supports 64-bit Microsoft Windows desktop operating systems starting
from Windows 11 Professional, as well as Microsoft Windows Server operating systems
starting from Windows Server 2019.

Requisites

2. List of workstations and servers involved with the Grayteq DLP system is required. For
preliminary compatibility evaluation, an accumulated list of installed software on these
devices is also required.

3. Ifthe number of computers protected by the Grayteq DLP system exceeds 1,000, the
Grayteq Architecture Server (ARC) and Grayteq Reporting Server (REP) components
specified below must also be deployed. For deployments with fewer than 1,000
protected computers, only the Grayteq Security Server (SEC) and Grayteq Data Security
Client components are required. Use of the Grayteq Reporting Server (REP) is optional
but recommended.

4. A continuously available VPN connection is required for system design, preparation of
the documentation created during the implementation period, and system
administration. When required, RDP (Remote Desktop Protocol) access to the computers
running the Grayteq Architecture Server (ARC), Grayteq Reporting Server (REP), and
Grayteq Security Server (SEC) components may also be necessary.

5. For using Reporting features of Grayteq system (Report, Auto Report, File Audit, Media
Audit) requisites are:

5.1. Purchase of Grayteq Enterprise licenses for all Grayteq Security Servers (SEC) and all
Grayteq Reporting Servers (REP);

6. Domain user rights necessary for running all Grayteq Servers:

6.1. Full access to the system folders and their content on all involved workstations (For
example add the specific domain user to the group of local admins);

6.2. Remote service execution right on the same devices;

6.3. All Grayteq Servers must be members of the same domain;
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7.

10.

11.

12.

A remote installation application is required to distribute the individual Grayteq DLP
installation packages to the computers involved in the system. This remote installation
method, typically implemented using SCCM, may also be replaced by an installation
initiated from the Grayteq Architecture Server (ARC) / Grayteq Security Server (SEC)
interface, subject to the required permissions described below.

Logon scripts must be available to automatically configure the connection destination of
the Grayteq DLP Client when users log on to their computers. This script is an additional
application developed by Grayteq.

During remote system implementation and support, remote access must be provided to
all computers running Grayteq Server applications. This access may be provided
through an end-user-provided VPN connection or through any paid or free remote
access application, preferably the free AnyDesk application. The remote login is session-
based and does not provide unattended access to the respective computer.

The list of Grayteq related folders must be added to your antivirus whitelist/trusted path
list in use in order to provide uninterrupted operation of Grayteq components. This list
is provided by the manufacturer of Grayteq Security Solutions during the system
implementation.

In case of Symantec Endpoint Protection is in use, the following settings are to be
mandatorily applied:

11.1. “General Exploit Mitigation” option must be turned off.
11.2. "Enable early launch anti-malware" option must be turned off.

Requirements for installing Grayteq DLP Clients from the Grayteq Security Orchestrator
(SO) interface:

12.1. The following administrative shares must be available: IPC$, ADMIN$, and the
administrative share of the drive containing the operating system (usually C$).
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Implementation requirements

13. To implement the first step of the deployment, a desktop computer or laptop must be
provided for the duration of the implementation. The device should be representative of
the computers generally used within the organization and must meet at least the
minimum technical requirements for running the Grayteq DLP Client Agent. During the
implementation, the Grayteq specialist performing the implementation will use this
device to verify the relevant configuration settings and the general client-side operation
of the system.

14. The following permissions must be provided to the Grayteq specialist performing the
implementation on the computer specified above:

14.1. A dedicated domain user account with the standard user permissions generally
provided within the organization. If multiple domains or multiple Grayteq
Security Servers (SEC) are used, the term “domain” refers to the domain in which
the relevant Grayteq Security Server (SEC) is located and to which the client
computer is intended to connect.

14.2. In systems using multiple Grayteq Security Servers (SEC), during the
implementation and configuration of the individual Grayteq subsystems (groups
of computers connected to the respective Grayteq Security Servers), the Grayteq
specialist's domain user account must be added to every domain in which a
Grayteq Security Server (SEC) is a member.

14.3. Local administrator rights on the specified computer must be provided for the
duration of the implementation.

14.4. Following successful system handover, the local administrator rights may be
revoked based on written confirmation from the Grayteq specialist performing
the implementation, while retaining permissions equivalent to those of users
within the organization who have non-local administrator privileges.
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15.

16.

17.

18.

19.

Server-side requirements

For the implementation of the second and third steps (completing the deployment of all
clients and servers involved in the system), the recommended sizing is one Grayteq
Architecture Server (ARC) and one Grayteq Reporting Server (REP), while approximately
one Grayteq Security Server (SEC) should be deployed for every 2,000 client or server
devices involved in the system. This sizing is required to ensure manageability and
transparency of the system, appropriate separation of system components, compliance
with the technical requirements of the servers, and the required system performance.

If the Grayteq Architecture Server (ARC), Grayteq Reporting Server (REP), and Grayteq
Security Server (SEC) are run in a virtual environment (ESX, Oracle VirtualBox, VMware,
Hyper-V, etc.), the Host Server must be a dedicated server. No other Guest operating
systems providing other services may be running on the Host Server in addition to the
Guest operating systems running the Grayteq Architecture Server (ARC), Grayteq
Reporting Server (REP), and Grayteq Security Server (SEC).

The above security server requirements apply equally to both physical and virtual server
environments.

In accordance with the settings of the Grayteq Security Server, an automated heartbeat
is sent periodically to the previously set administrator email addresses and to the
heartbeat@grayteq.com email address.

The sender email address is predefined as grayteg@corporatedomain. During system

implementation, a Microsoft Exchange email account must be created for this sender
address, and this account must be permitted to send messages to
heartbeat@grayteg.com. The sender email account may be de-personalized.
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Firewall requirements

20. When using firewall, ,Microsoft File and Printer Sharing” must be enabled;

21. MANDATORY PORTS TO OPEN:
21.1. Grayteq Client to Server log communication: TCP/3999, inbound and outbound

21.2. Grayteq Client to Server command communication: TCP/15000, inbound and
outbound

21.3. Grayteq Server to Server communication: TCP/3999 and TCP/39999, inbound and
outbound

21.4. Grayteq Server to Security Orchestrator communication: TCP/37999, inbound and
outbound

21.5. Remote installation; over Microsoft File Sharing protocols: UDP/139, TCP/135,
UDP/445, from Grayteq Security Servers (SEC) to all Grayteq Security Client
running devices

22. OPTIONAL, FEATURE-, AND ACTION-DEPENDANT PORTS TO OPEN
22.1. DNS name service requests to default DNS server port: UDP/53
22.2. Workgroups, Active Directory access: UDP/445
22.3. Microsoft SQL log transmission to SQL server: TCP/1433
22.4. PostgreSQL log transmission to PostgreSQL server: TCP/1395
22.5. Oracle SQL log transmission to Oracle server: TCP/4321
22.6. SYSLOG log transmission to SYSLOG server: UDP/514

22.7. RDP protocol must be enabled on all workstations or servers that run Grayteq

Security Orchestrator;
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Hardware requirements

Grayteq Security Orchestrator (SO)

Components Minimum requirements

Operating system Windows 11 Pro or Enterprise
Windows Server all versions up from 2019

For more details, see the latest Grayteg-issued End-
of-Life notification.

Hardware Intel® Core™ i5-6200U or equal CPU
8 GB RAM (8+ GB recommended)
20 GB SSD free space

10/100 TCP/IP based network card

Miscellaneous NET Framework 4.8

Internet access for license activation

Grayteq Data Security Client

Components Minimum requirements

Operating system Windows 11 Pro or Enterprise

Windows Server all versions up from 2019 -
requires Grayteq DLP Server CAL

For more details see the latest Grayteq-issued End-
of-Life notification.

IMPORTANT: In accordance with Microsoft's End-of-
Life policy, Windows 10 has not been officially
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Components Minimum requirements

supported by Grayteq systems since October 14,
2025. Although Grayteq components continue to
operate on Windows 10 Pro and Enterprise, certain
protection features may experience functional
limitations. Such issues will not be addressed in
future Grayteq releases above version 26.0.0 for
Windows 10 environments.

Hardware Intel® Core™ i5-6200U or equal CPU
12 GB+ RAM - (16GB recommended)
20 GB HDD (for local logging)

Gigabit TCP/IP based network card

Miscellaneous Minimum .NET Framework 4.8

Grayteq Architecture Server, Reporting Server, Security Server

Components Minimum requirements

Operating system Windows Server all versions up from 2019
Hardware Up to 500 pieces of connected client computers:
- perSecurity Intel® Core™ Xeon CPU, 4 cores
Servers
- 16GB RAM
Important: The Between 500-1000 pieces of connected client
maximum number of computers:

client computers that Intel® Core™ Xeon CPU, 8 cores

can be connected to a

single Grayteq Security - 24GBRAM

Server is 2,000.
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Components Minimum requirements

Between 1000-2000 pieces of connected client
computers:
- Intel® Core™ Xeon CPU, 16 cores
Deployments
exceeding 2,000 client - 32GBRAM
computers require 500 GB SSD (separated from system partition)
multiple Grayteq NTFS filesystem
Security Servers.
Gigabit TCP/IP Network card
Database As per default, Grayteq DLP uses its own, built-in database that
can be replaced by the supported 3"-party database systems
detailed below.
IMPORTANT: According to the redundant storing method of Microsoft
SQL, the storage capacity requirement for logs may rise significantly.
For example, 2.5 million lines of log stored in Grayteq DLP database
requires 350MB storage capacity, where in MS SQL, it requires 8GB.
Supported databases:
Microsoft SQL Server - all versions up from 2019
PostgreSQL Server (in both Unicode and ANSI
modes)
Oracle 19 and later
Miscellaneous Use of static IP address is required with FQDN name in DNS
settings.
Grayteq Data Security Solutions e Grayteq
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23.

24.

25.

Database requirements

In basic configuration, due to its own, built-in Grayteq DLP system does not require any
third-party database. Besides of its own database, there are third-party databases that
are supported.

Supported third-party databases:

24.1. All versions from Microsoft SQL Server 2019;

24.2. PostgreSQL Server (in both Unicode and ANSI modes)
24.3. All versions above Oracle 19

When a third-party database is used, all Grayteq Security Servers connected to the same
Grayteq Reporting Server must use the same type of external database for generating
reports from the archived files transmitted to the Grayteq Reporting Server. The
database may be any supported third-party database type supported by the Grayteq
DLP system, including Microsoft SQL, PostgreSQL, Oracle, or SYSLOG.
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Grayteq DLP Enterprise Architecture

e
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> Grayteqg

For specific country distributors, Contact: The Grayteq name, logo, Grayteq DLP
eeallaT 6 ems el @ e info@grayteq.com and other Grayteq product names
are either registered trademarks or
numbers please, contact us! .
Support: trademarks of Sealar Incorporated in
support@grayteg.com the United States and/or other
Your local Grayteq Partner: countries. Other names may be
trademarks of their respective
owners.

All information provided is subject to
change without notice. Errors and
omissions excepted.

Copyright © 2026. Grayteq
All rights reserved.
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